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Roger,

Please note, this is the second in a series of messages we are sending over the next few days, all
relating to the current situation. This email does contain links, please click here for guidance about
whether you can trust links in emails.

Action Fraud have received reports of #COVID19 related scams. The maijority relate to the online sale
of protective items such as facemasks and other items in short supply due to the outbreak, that don't
exist..

https://www.actionfraud.police.uk/alert/coronavirus-related-fraud-reports



https://www.actionfraud.police.uk/alert/coronavirus

SCAM WARNING S
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Coronavirus-related frauds
increase by 400% in March

Betweaen 15t February 2020 and 18th March 2020, Action Fraud has received 105 reports from victims of coronavirus-related frauds,
with loses totalling close to £970,000. The majority of the reports are related to online shopping scams where people have ordered
protective face masks, hand sanitiser, and other products, which have never amved. We have also received over 200 reports about
coronavirus-themed phishing emails attempting to trick people into opening malicious attachments or revealing sensitive personal
and financial information.

Watch out for scam messages: Shopping online: if you're making a purchase from a Protect your devices from the
Don't click on the links or company or person you don't know and trust, carry out Iatest threats:

attachments in suspicicus emails, some research first, and ask a friend or family member for Always install the latest software
and never respond to unsolicited advice before completing the purchase. Where possible, and app updates to protect your
messages and calls that ask for use a credit card to make the payment, as most major devices from the latest threats.
your personal or financial details credit card providers insure online purchases.

(Click the image to see a I-aaer version)

What scams are we seeing?

The majority of reports are related to online shopping scams where people have ordered protective
face masks, hand sanitiser and other products, which have never arrived. Other frauds being reported
include ticket fraud, romance fraud, charity fraud and lender loan fraud

Protection advice

Detailed counter fraud advice is available online, including from Scamsmart, ActionFraud, CIFAS,
TakeFive, Citizens Advice, Trading Standards and the National Cyber Security Centre.

Reporting to Action Fraud can be done online at https://www.actionfraud.police.uk or by calling 0300
123 2040.

To report offers of financial assistance from HMRC contact phishing@hmrc.gov.uk.

How are we doing?

We hope this information is useful, please use the Rate button below to provide feedback about the
value of this service. If this and subsequent messages are useful, please use the Share button below
to share it to your own email lists and social media channels.

If you would prefer not to receive these messages from Action Fraud, please click the red Settings
button below and un-tick Action Fraud.


https://www.actionfraud.police.uk

Best regards

Message Sent By
Action Fraud Admin (Action Fraud, Administrator, Global)

To reply or forward this email please use the buttons below or these links: Reply, Rate, Forward / Share.
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You are receiving this message because you are registered On Devon and Cornwall Alert. Various organisations are licenced

To send messages via this system, we call these organisations "Information Providers".

Please note that this message was sent by Action Fraud (NFIB) and that Action Fraud (NFIB) does not necessarily represent

the views of Devon and Cornwall Alert or other Information Providers who may send you messages via this system.

You can instantly review the messages you receive and configure which Information Providers can see your information by
clicking , Or you can completely, (you can also review our terms and conditions and Privacy Policy from these

links).

This e-mail communication makes use of a "Clear Image" (gif) to track results of the e-mail campaign. If you wish to turn off

this tracking for future e-mails, you can do so by not downloading the images in the e-mail itself.




