Devon and Cornwall Action Fraud
L E RT National Fraud & Cyber Crime Reporting Centre
% L0300 123 2040 %"s"s

Priority: [ 548 2] 1]

v Scam Alert - Fake Netflix Emails

CRIME PREVENTION




¥ O [ @cyberprotectuk

Phishing Alert

Watch out for these
fake Netflix emails.

We've seen an increase in reports about fake Netflix emails claiming
that there's an issue with your account, or that your account has been
suspended. The email states that you need to “update” your account
details in order to resolve the problem. The link in the emails leads to
genuine-looking Netflix phishing websites designed to steal your
username and password, as well as payment details.

Always question unsolicited requests for your personal or financial
information in case it’s a scam. Never automatically click on a link in
an unexpected email or text.
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Plain Text version:
Watch out for these fake Netflix emails.

We’'ve seen an increase in reports about fake Netflix emails claiming that there’s an issue with your
account, or that your account has been suspended. The email states that you need to “update” your
account details in order to resolve the problem. The link in the emails leads to genuine-looking Netflix
phishing websites designed to steal your username and password, as well as payment details.

Always question unsolicited requests for your personal or financial information in case it’s a
scam. Never automatically click on a link in an unexpected email or text.

For more information on how to stay secure online, visit www.cyberaware.gov.uk

Message Sent By
Action Fraud (Action Fraud, Administrator, National)

To reply or forward this email please use the buttons below or these links: Reply, Rate, Forward / Share.

To login to your account, click here, To report a fault, click here
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You are receiving this message because you are registered On Devon and Cornwall Alert. Various organisations are licenced

To send messages via this system, we call these organisations "Information Providers".

Please note that this message was sent by Action Fraud (NFIB) and that Action Fraud (NFIB) does not necessarily represent

the views of Devon and Cornwall Alert or other Information Providers who may send you messages via this system.

You can instantly review the messages you receive and configure which Information Providers can see your information by
clicking , Or you can completely, (you can also review our terms and conditions and Privacy Policy from these
links).

This e-mail communication makes use of a "Clear Image" (gif) to track results of the e-mail campaign. If you wish to turn off

this tracking for future e-mails, you can do so by not downloading the images in the e-mail itself.



www.cyberaware.gov.uk

